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1. [bookmark: _Toc177082976]CILJ POSTUPKA / DEMONSTRACIJE

Upoznavanje s pripremom okoline za korištenje Docker alata i rad s istim.
Ovom demonstracijom prikazana je instalacija i korištenje sljedećih alata:
· Docker Desktop for Windows
· Visual Studio Code for Windows

2. [bookmark: _q3pg824ixxad][bookmark: _Toc177082977]OPIS POSTUPKA / DEMONSTRACIJE

[bookmark: _Toc177082978]Preuzimanje i instalacija Docker Desktop for Windows
Poveznica za preuzimanje: https://docs.docker.com/desktop/install/windows-install.
Kod instalacije odabrati korištenje WSL-a umjesto HyperV-a. Nakon prvog pokretanja alata prihvatiti zadane postavke i dopustiti pristup Administrator ovlastima kako bi alat pripremio WSL.

[bookmark: _Toc177082979]Preuzimanje i instalacija Visual Studio Code for Windows
Poveznica za preuzimanje: https://code.visualstudio.com.
Nakon prvog pokretanja alata isti će prepoznati postojanje WSL-a te ponuditi instalaciju proširenja za korištenje istoga. Prihvatiti instalaciju te potom u lijevom izborniku kliknuti na posljednju ikonu (Remote Explorer). Otvorit će se nova bočna traka (WSL TARGETS) u kojoj je potrebno kliknuti na ikonu + (Add a Distro) te odabrati Ubuntu.
Instalacija nove distribucije pokrenut će se u integriranom terminal emulatoru te će nakon pripreme tražiti unos korisničkog ime i lozinke koju možete sami odabrati.
U nastavku demonstracije prilikom izrade nove docker-compose.yml datoteke alat će ponuditi instalaciju proširenja. Prihvatiti instalaciju.

[bookmark: _Toc177082980]Postavljanje zadane WSL distribucije
Alat Docker Desktop for Windows instalirao je svoju WSL distribuciju te smo nakon toga kroz alat Visual Studio Code for Windows instalirali još jednu WSL distribuciju (Ubuntu) koju želimo postaviti kao zadanu.
Pokrenuti Windows PowerShell kao Administrator te unutar istoga izvršiti:
> wsl –s Ubuntu


[bookmark: _Toc177082981]Izrada Docker Compose konfiguracije
U alatu Visual Studio Code for Windows u lijevom izborniku kliknuti na posljednju ikonu (Remote Explorer). Otvorit će se nova bočna traka (WSL TARGETS) u kojoj je potrebno kliknuti na ikonu desne strelice (Connect in Current Window) pokraj Ubuntu WSL distribucije. Ovim korakom otvaramo novu udaljenu vezu prema WSL odabranoj distribuciji te će alata raditi unutar iste.
Nakon otvaranja udaljene veze alat nam je u donjem dijelu ekrana prikazao terminal emulator u kojem je potrebno izraditi novi direktorij u kojem ćemo držati datoteke projekta:
$ mkdir wordpress
U lijevoj bočnoj traci potrebno je kliknuti gumb “Open Folder” te odabrati ranije izrađeni direktorij projekta. Alata će otvoriti novu udaljenu vezu prema WSL odabranoj distribuciji te se pozicionirati unutar navedenog direktorija. Prikazat će se skočni prozor u kojemu je potrebno kliknuti na gumb “Yes, I trust the authors”.
U lijevoj bočnoj traci potrebno je kliknuti desnu tipku miša te odabrati “New File...” i nazvati ga docker-compose.yml. Sadržaj datoteke:
---
services:
  mariadb:
    container_name: mariadb
    image: mariadb:11
    restart: always
    shm_size: 128mb
    environment:
      MARIADB_USER: wordpress
      MARIADB_PASSWORD: hunter2
      MARIADB_ROOT_PASSWORD: hunter2
      MARIADB_DATABASE: wordpress
    volumes:
      - ./data/mariadb:/var/lib/mysql
 
  bytebase:
    container_name: bytebase
    image: bytebase/bytebase:2.22.2
    command: --disable-sample
    restart: always
    depends_on:
      - mariadb
    volumes:
      - ./data/bytebase:/var/opt/bytebase
 
  wordpress:
    container_name: wordpress
    image: wordpress:6.6.1-apache
    restart: always
    depends_on:
      - mariadb
    environment:
      WORDPRESS_DB_HOST: mariadb
      WORDPRESS_DB_USER: wordpress
      WORDPRESS_DB_PASSWORD: hunter2
      WORDPRESS_DB_NAME: wordpress
    volumes:
      - ./data/wordpress:/var/www/html
 
  nginx:
    container_name: nginx
    image: nginx:1.27
    restart: always
    depends_on:
      - bytebase
      - wordpress
    ports:
      - 80:80
U lijevoj bočnoj traci potrebno je kliknuti desnu tipku miša te odabrati “New Folder...” i nazvati ga “data”, unutar njega ponoviti akciju i izraditi tri direktorija sa sljedećim nazivima: “mariadb”, “bytebase” i “wordpress”.

[bookmark: _Toc177082982]Izrada NGINX konfiguracije
Za izradu konfiguracije koristimo online alat NGINXConfig koji nam besplatno daje na korištenje DigitalOcean.
Poveznica na alat: https://www.digitalocean.com/community/tools/nginx.
U lijevoj bočnoj traci potrebno je kliknuti desnu tipku miša te odabrati “New File...” i nazvati ga nginx.conf. Sadržaj datoteke:
# Generated by nginxconfig.io
# See nginxconfig.txt for the configuration share link
 
user                 nginx;
pid                  /var/run/nginx.pid;
worker_processes     auto;
worker_rlimit_nofile 65535;
 
# Load modules
include              /etc/nginx/modules-enabled/*.conf;
 
events {
    multi_accept       on;
    worker_connections 65535;
}
 
http {
    charset                utf-8;
    sendfile               on;
    tcp_nopush             on;
    tcp_nodelay            on;
    server_tokens          off;
    log_not_found          off;
    types_hash_max_size    2048;
    types_hash_bucket_size 64;
    client_max_body_size   16M;
 
    # MIME
    include                mime.types;
    default_type           application/octet-stream;
 
    # Logging
    access_log             off;
    error_log              /dev/null;
 
    # Connection header for WebSocket reverse proxy
    map $http_upgrade $connection_upgrade {
        default upgrade;
        ""      close;
    }
 
    map $remote_addr $proxy_forwarded_elem {
 
        # IPv4 addresses can be sent as-is
        ~^[0-9.]+$        "for=$remote_addr";
 
        # IPv6 addresses need to be bracketed and quoted
        ~^[0-9A-Fa-f:.]+$ "for=\"[$remote_addr]\"";
 
        # Unix domain socket names cannot be represented in RFC 7239 syntax
        default           "for=unknown";
    }
 
    map $http_forwarded $proxy_add_forwarded {
 
        # If the incoming Forwarded header is syntactically valid, append to it
        "~^(,[ \\t]*)*([!#$%&'*+.^_`|~0-9A-Za-z-]+=([!#$%&'*+.^_`|~0-9A-Za-z-]+|\"([\\t \\x21\\x23-\\x5B\\x5D-\\x7E\\x80-\\xFF]|\\\\[\\t \\x21-\\x7E\\x80-\\xFF])*\"))?(;([!#$%&'*+.^_`|~0-9A-Za-z-]+=([!#$%&'*+.^_`|~0-9A-Za-z-]+|\"([\\t \\x21\\x23-\\x5B\\x5D-\\x7E\\x80-\\xFF]|\\\\[\\t \\x21-\\x7E\\x80-\\xFF])*\"))?)*([ \\t]*,([ \\t]*([!#$%&'*+.^_`|~0-9A-Za-z-]+=([!#$%&'*+.^_`|~0-9A-Za-z-]+|\"([\\t \\x21\\x23-\\x5B\\x5D-\\x7E\\x80-\\xFF]|\\\\[\\t \\x21-\\x7E\\x80-\\xFF])*\"))?(;([!#$%&'*+.^_`|~0-9A-Za-z-]+=([!#$%&'*+.^_`|~0-9A-Za-z-]+|\"([\\t \\x21\\x23-\\x5B\\x5D-\\x7E\\x80-\\xFF]|\\\\[\\t \\x21-\\x7E\\x80-\\xFF])*\"))?)*)?)*$" "$http_forwarded, $proxy_forwarded_elem";
 
        # Otherwise, replace it
        default "$proxy_forwarded_elem";
    }
 
    # Load configs
    include /etc/nginx/conf.d/*.conf;
 
    # example.com
    server {
        listen                             80;
        listen                             [::]:80;
        server_name                        www.example.com;
 
        # security headers
        add_header X-XSS-Protection        "1; mode=block" always;
        add_header X-Content-Type-Options  "nosniff" always;
        add_header Referrer-Policy         "no-referrer-when-downgrade" always;
        add_header Content-Security-Policy "default-src 'self' http: https: ws: wss: data: blob: 'unsafe-inline'; frame-ancestors 'self';" always;
        add_header Permissions-Policy      "interest-cohort=()" always;
 
        # . files
        location ~ /\.(?!well-known) {
            deny all;
        }
 
        # logging
        access_log /var/log/nginx/access.log combined buffer=512k flush=1m;
        error_log  /var/log/nginx/error.log warn;
 
        # reverse proxy
        location / {
            proxy_pass                         http://wordpress:80;
            proxy_set_header Host              $host;
            proxy_http_version                 1.1;
            proxy_cache_bypass                 $http_upgrade;
 
            # Proxy SSL
            proxy_ssl_server_name              on;
 
            # Proxy headers
            proxy_set_header Upgrade           $http_upgrade;
            proxy_set_header Connection        $connection_upgrade;
            proxy_set_header X-Real-IP         $remote_addr;
            proxy_set_header Forwarded         $proxy_add_forwarded;
            proxy_set_header X-Forwarded-For   $proxy_add_x_forwarded_for;
            proxy_set_header X-Forwarded-Proto $scheme;
            proxy_set_header X-Forwarded-Host  $host;
            proxy_set_header X-Forwarded-Port  $server_port;
 
            # Proxy timeouts
            proxy_connect_timeout              60s;
            proxy_send_timeout                 60s;
            proxy_read_timeout                 60s;
        }
 
        # favicon.ico
        location = /favicon.ico {
            log_not_found off;
        }
 
        # robots.txt
        location = /robots.txt {
            log_not_found off;
        }
 
        # gzip
        gzip            on;
        gzip_vary       on;
        gzip_proxied    any;
        gzip_comp_level 6;
        gzip_types      text/plain text/css text/xml application/json application/javascript application/rss+xml application/atom+xml image/svg+xml;
    }
 
    # non-www, subdomains redirect
    server {
        listen      80;
        listen      [::]:80;
        server_name .example.com;
        return      301 http://www.example.com$request_uri;
    }
 
    # db.example.com
    server {
        listen                             80;
        listen                             [::]:80;
        server_name                        db.example.com;
 
        # security headers
        add_header X-XSS-Protection        "1; mode=block" always;
        add_header X-Content-Type-Options  "nosniff" always;
        add_header Referrer-Policy         "no-referrer-when-downgrade" always;
        add_header Content-Security-Policy "default-src 'self' http: https: ws: wss: data: blob: 'unsafe-inline'; frame-ancestors 'self';" always;
        add_header Permissions-Policy      "interest-cohort=()" always;
 
        # . files
        location ~ /\.(?!well-known) {
            deny all;
        }
 
        # logging
        access_log /var/log/nginx/access.log combined buffer=512k flush=1m;
        error_log  /var/log/nginx/error.log warn;
 
        # reverse proxy
        location / {
            proxy_pass                         http://bytebase:8080;
            proxy_set_header Host              $host;
            proxy_http_version                 1.1;
            proxy_cache_bypass                 $http_upgrade;
 
            # Proxy SSL
            proxy_ssl_server_name              on;
 
            # Proxy headers
            proxy_set_header Upgrade           $http_upgrade;
            proxy_set_header Connection        $connection_upgrade;
            proxy_set_header X-Real-IP         $remote_addr;
            proxy_set_header Forwarded         $proxy_add_forwarded;
            proxy_set_header X-Forwarded-For   $proxy_add_x_forwarded_for;
            proxy_set_header X-Forwarded-Proto $scheme;
            proxy_set_header X-Forwarded-Host  $host;
            proxy_set_header X-Forwarded-Port  $server_port;
 
            # Proxy timeouts
            proxy_connect_timeout              60s;
            proxy_send_timeout                 60s;
            proxy_read_timeout                 60s;
        }
 
        # favicon.ico
        location = /favicon.ico {
            log_not_found off;
        }
 
        # robots.txt
        location = /robots.txt {
            log_not_found off;
        }
 
        # gzip
        gzip            on;
        gzip_vary       on;
        gzip_proxied    any;
        gzip_comp_level 6;
        gzip_types      text/plain text/css text/xml application/json application/javascript application/rss+xml application/atom+xml image/svg+xml;
    }
 
    # subdomains redirect
    server {
        listen      80;
        listen      [::]:80;
        server_name *.db.example.com;
        return      301 http://db.example.com$request_uri;
    }
}

[bookmark: _Toc177082983]Dorada lokalne konfiguracije za testne domene
Pokrenuti Notepad kao Administrator te unutar istoga otvoriti datoteku na putanji C:\\Windows\System32\drivers\etc\hosts.
Unutar navedene datoteke potrebno je izmijeniti zapise za adresu 127.0.0.1 te pohraniti datoteku. Zapis treba imati sljedeći sadržaj:
127.0.0.1 kubernetes.docker.internal example.com www.example.com db.example.com
[bookmark: _Toc177082984]Pokretanje Docker Compose projekta
U lijevom bočnom izborniku potrebno je klikom desne tipke miša nad datotekom docker-compose.yml odabrati “Compose Up”.
Nakon uspješnog izvršavanje naredbe u Internetskom pregledniku otvoriti example.com koji će nam prikazati stranicu za instalaciju WordPressa.
Na stranici db.example.com možemo pristupiti Bytebase alatu za upravljanje bazom podataka. Prilikom prvog otvaranja stranice potrebno je izraditi administratorski korisnički račun.
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